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Abstract

This paper gives a general overview of Near Field CommumnaiNFC) technol-
ogy with a special focus on safety and security.

First, an introduction is provided on how NFC works. The agssed hardware
structure, standard communication methods, and the rdlevarnational standards
for NFC are discussed.

In the main section, this work examines the security andtpaieks of NFC,
summarizes built-in measures regarding security andysafet also suggests a prin-
cipal protocol for safety integrated communication with@QIF

Finally, this work shows some applications, with focus gite aid organiza-
tions, which would benefit greatly from the use of NFC tecbgyl



1 Introduction

1 Introduction

NFC is a Radio Frequency (RF) technology for communicatiom skert distances
up to about 10cm.

It is mainly a logical advancement of Radio Frequency |demaiion (RFID).
The history of RFID reaches back to the Second World War, wtrerdritish Air
force tagged their planes with suitcase-sized devicestabksh a friend-enemy-
detection. The first commercial release came in the 196t RFID for securing
goods in shops, which is still widely used. In the 1990’'s RFEzd&me more and
more common e.g. for admission control systems or toll syst37].

In 2002, NFC was developed biXP SemiconductoendSony In general, NFC
is compatible with existing RFID systems, but its architeetis different in princi-
ple. While RFID has only a reader - tag structure, an NFC de\aoébe both reader
and transmitter. In 2004, for better standardizationNR€-Forumwas founded by
the two developing companies. The forum now has about 140beenl7]. After
this, the most NFC relevant standards were released as @&amdpomputer Manu-
facturers Association (ECMA) standards before becominds&IEC standard, by
a procedure calleBast-Track [12].

The first NFC-compatible mobile phones were distributed byn&ag and
Nokia in 2005. In the same year the first field trials in paymeith NFC started
in France [12]. The world's first commercial rollout of NFC svan Austria. Mo-
bilkom Austria OEBB and Wiener Linienplaced about 450 NFC tags at vending
machines to support the customer, in buying tickets for diifevay and underground
via SMS [39].

For the near future, commercial use of NFC technology is ebgakto increase.
This is due to the fact that three smart phone operatingsyatevice manufacturers
Apple (iPhone), Google (Android) and RIM (Blackberry) havemamnced plans to
include NFC in their next products. AdditionallMasterCard an international debit
card company, is about to start RayPassan NFC based payment solution [15].

1.1 Operation Modes

The most important NFC standards, in relation to the opmmatiodes, are ECMA-
340: Near Field Communication Interface and Protocol (NFO)J 23] and ECMA-
352: Near Field Communication Interface and Protocol - 2 (NFF@) [24].

NFCIP-1 combines the two RFID communication protocols: MIFARED/IEC
14443 Type A [31]) and FeliCa (JIS X 6319-4 [35]), and exterias with new
communication possibilities and a new transport proto#ICIP-2 combines NFC
with the functionality of RFID readers. This way NFC is compkg with most
RFID devices [12].



1 Introduction 1.1 Operation Modes

Where RFID has strictly one or more passive components (tagkpae ac-
tive component (reader), NFC breaks this up. For NFC devicisspossible to
communicate with each other, acting as tag or as readerdmiid ensure this, the
NFC-Forumdefines the following operation modes [18ker to Peer ModeReader
/ Writer ModeandCard Emulation ModeA systematic overview is given in Figure
1. Parts of the algorithms to determine which mode is used@gdt knowledge of
other NFC devices in range are defined in NFCIP-2.

Application

Logical Link Control

Protocol .
Reader / Writer

| |
| |
| |
| | Card Emulation
| (NFC Forum Tags) |
| |
| |
| |
} }

NFCIP - 1
Transport Protocol

Mode Switch

NFCIP -1 (ISO/IEC 18092), ISO/IEC 14443 Typ A & B and FeliCa

I I
Peer to Peer : Reader / Writer : Card Emulation
Mode | Mode | Mode

Figure 1. Overview of th&FC-Forumoperation modes [12]

Whereas most RFID readers are designed to be the only actiieedeén range,
for NFC devices this assumption is not possible, therefarellésion avoidance is
used. Also the recognition speed of devices in range sheaydoeyond 200ms, for
proper usability. Many NFC devices are mobile and therefiane a narrow power
capacity, since higher recognition speed requires monggné€here will be always
a compromise between the detection speed and the energyneptisn [12].

1.1.1 Peerto Peer Mode

Peer to Peer Modenables communication between two NFC devices. The device
which starts the communication is called Initiator, theeotis called Target.

ThePeer to Peer Modegrotocol stack is organized similar to tReS| Reference
Model but has only 4 Layers: Physical, Media Access Control (MAQ)gical
Link Control (LLC) and Application. Physical and Applicatidrayers are equal
to theOSI Reference ModeMAC and LLC build the Data Link Layer of th®SI
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Reference Modebas shown in Figure 2. The Physical- and MAC Layer are specifie
by NFCIP-1; the LLC is specified by tidFC Forum - Logical Link Control Protocol
(LLCP) - Technical Specificatig21].

Application
Application

Logical Link Control

Data Link Layer
Media Acces Control

Physical Physical

NFC Protocol Stack OSI Reference Model

Figure 2: NFC Peer to Peer Protocol Stack versus OSI RefeiMadel [12, 21]

NFCIP-1 differs between an Active and a Passive communicatiode:

“In the Active communication mode, both the Initiator ane ffarget shall use
their own RF field to enable communication. The Initiator tgdhe NFCIP-1 com-
munication. The Target responds to an Initiator commandhéActive communica-
tion mode using self-generated modulation of self- geedrtite RF field”

“In the Passive communication mode, the Initiator genesatee RF field and
starts the communication. The Target responds to an Ioitiedommand in the Pas-
sive communication mode using a load modulation scheme”

The main difference in these modes is the energy consumefiémtiator and
Target. In the Active communication mode the power requicedenerating the RF
field is shared by Initiator and Target, whereas in Passivenconication mode the
Initiator has to supply the power required for the field gatien.

To ensure proper communication, NFCIP-1 defines the follgyirotocol flow:

All devices should stay in Target mode and don’t generate afidiiFas default.
A device switches only to Initiator mode if it is required dyetapplication, and
the application defines the use of Active or Passive commatinit mode. Before
activating the RF field the Initiator has to check against lagoactive sender so no
other communication is disturbed. If no other RF field is diste¢he Initiator starts
communication and tells the Target to use Active or Passivengunication mode
and transmission speed. After communication, both dewsegtkh back to Target
mode and deactivate their RF fields [23].

In the MAC Layer only the Initiator can start a data transioissthe LLCP en-
ables Asynchronous Balanced Mode (ABM) where additionakyThrget is able to
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1 Introduction 1.2 Hardware Architecture

start a data transfer and error recovery is possible. LLCRascapable of managing
multiple application’s access at the same time by multipigxIt delivers a Connec-
tionless Transport Protocol with a minimum of protocol dwead, for use when a
higher level protocol uses flow control mechanisms. A cotioreriented trans-
port protocol is also provided, which ensures a guarantaddsaquenced delivery
of the data units. LLCP does not provide a secure data tramside [21].

1.1.2 Reader/ Writer Mode

Reader / Writer Modallows the NFC devices to communicate withrC Forum
Tags These tags are typically passive components (see Chaftéj.1Thus, this
mode is also known agassive Mode

The tags can be placed in posters or other places and by tguitta tag with the
NFC device, the stored information is transmitted to thei@evThey can contain
only information (e.g. Internet addresses) or performoastion the device (e.g.
connect to a Wireless Network).

This mode is fully compatible with the ISO/IEC 14443 and Ealitechnol-
ogy and because of this, NFC devices can be used as readdatsrswr existing
RFID infrastructures. ThalFC Forumdoes not include Vicinity systems (ISO/IEC
15693 [32]) to theReader / Writer Modgbut NFCIP-2 does [12].

1.1.3 Card Emulation Mode

The optionalCard Emulation Modeallows the NFC device to communicate with
well known RFID readers. The device therefore can emulateoomaore RFID
smartcards. With this mode it is possible to use the existomjactless infrastructure
e.g. for payment or admission control.

The emulation of the smartcard can be done either in apgitat in a so called
Secure Elemensee Chapter 1.2). Secure Elemeris a device, similar to a real
smartcard but uses an interface to the NFC device to traitsfaata.

In combination with theReader / Writer Modegit is possible to implement a
mode similar to thd’eer to Peer Modebut it is simpler because the protocol stack
defined inPeer to Peer Modes not needed. With the correct hardware implementa-
tion it is possible to use this mode even when the NFC deviswitched off or is
short of energy [12].

1.2 Hardware Architecture

NFC is an inductive coupled technology, the frequency oRRdield is 13.56 MHz.
The specified data rates (106kBit/s, 202kBit/s and 404kBitks)aaconsequence of

4



1 Introduction 1.2 Hardware Architecture

the compatibility with the MIFARE (ISO/IEC 14443 Type A [314nd FeliCa (JIS
X 6319-4 [35]) RFID standards.

The main components of the NFC environment are [12]:

e Host-Controller

Application Execution Environment (AEE), the environmartitere the appli-
cation rests e.g. mobile phone,

e Secure Element

Trusted Execution Environment (TEE), the secure envirarimeéhere e.g.
debit card data are stored,

e NFC-Controller

Contactless Front-end (CLF), the link between Host and NFQ) arntinter-
face to theSecure Element

e NFC-Antenna

1.2.1 NFC-Controller

The NFC-Controlleris the link betweerAir Interface Host-Controllerand Secure
Element TheHost-Controlleris most likely a mobile device (e.g. a mobile phone,
or asmart car key[38]). BetweenHost- and NFC-Controllerthere are interfaces
like Serial Peripheral Interface (SPI), Inter-Integra@idcuit (1>°C) and Universal
Serial Bus (USB) in use. For the communication with 8exure Elemerthere are
typically smartcard interfaces, tiN~C Wired Interfaceor the Single Wire Protocol

in use. The Controller works as modulator / demodulator betatee analoghir
Interfaceand other digital interfaces. Th¢FC-Controllershave integrated micro-
controllers, which implement the low level services, sogkehange with thélost-
Controlleris limited to the application Data and some control commajj4.2].

In some cases (e.Gard Emulation Moddor payment applications with mobile
phones) th&lFC-Controllerand theSecure Elemerghould still work when the host
is turned off or the battery is empty. For such cases, thefate between NFC-
Controller andSecure Elememeeds the possibility to power tt&ecure Element
with the energy theNFC-Controller retrieves from theAir Interface The NFC-
Controller can be connected to more than @ecure Elemerji2].

1.2.2 Secure Element

On most mobile devices (such as mobile phones) there is ndonsigre secure data
directly. But for most NFC applications (e.g. payment andhantication solutions)

5
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such a storage system is essential. For such data, the estoeags to be secured
from manipulation. Thus, it must be able to execute cryg@pgic functions and to

implement a secure environment to execute security-retes@tware. Smartcards
usually implements these requirements [12].

To implement such &ecure Elementhere are different possibilities, each with
its own advantages and disadvantages [12]:

e Software without secure hardware.

Software is the most flexible and independent solution, diiévare could not
be optimally secured without the hardware as there is alilaypossibility
that the unsecured hardware is manipulated.

e Device integrated hardware.

This is the most host dependent, but most reliable solufidve Secure Ele-
mentis either a part of the host or is built in as its own chip. Thenownica-

tion with the element and tHeFC-Controllerworks like a smartcard or over
theNFC Wired Interfacésee Section 1.2.3). The biggest disadvantage of this
solution is, if the user changes the device, the providehefsecure service
has to remove the data from the old device and to put it on tiveane.

e Changeable hardware.

In most cases, this would be the best compromise betweaiitgl, usability
and costs. Because a hardware interface is needed to plug nertiovable
Secure Elementhe production costs of the host device are higher. Such re-
movable devices could be a Secure Memory Card (SMC), which caslthe
secure smartcard functions with a usual memory card fumotioa Universal
Integrated Circuit Card (UICC); for example in a mobile phons thithe Sub-
scriber Identity Module (SIM) card. On actual SIM cards thisronly one out
of 8 connectors free for use, so tBengle Wire Protoco(see Section 1.2.4)
was introduced by European Telecommunication Standasdgute (ETSI).
While the SMC is usually owned by the user (he can change heslahim-
self), the SIM card of a mobile phone is owned by the netwodvigler (the
network provider must cooperate with the secure serviceigeo).

An NFC system implementing Secure Elemeris often called shorthSecure
NFC, this is misleading because only the data stored orS#®ure Elemens se-
cured, not the whole NFC communication [7].

1.2.3 NFC Wired Interface

TheNFC Wired Interface (NFC-WIjby NXP Semiconductors also calledG In-
terface) is a two wire interface for data exchange betweeNRD-Controllerand

6



1 Introduction 1.2 Hardware Architecture

the Secure Elemerdnd is standardized in ECMA-373: Near Field Communication
Wired Interface (NFC-WI) [25]. It is shown in Figure 3.

It has two wires (Signal-In and Signal-Out) over which theONHF data is trans-
ferred directly. In this Interface thRFC-Controlleris only the gateway between
the Secure Elemenand the Air Interface. It is mostly used f@ard Emulation
Mode Due to the direct NFC data transfer, this interface workéherNFC standard
frequency of 13,56MHz and with the standard datarates: Bk 202kBit/s and
404kBit/s [5, 12].

Signal-Out
HF- >

Interface < Secure Element
Signal-In

NFC-Controller

L

Figure 3. NFC Wired Interface [5]

1.2.4 Single Wire Protocol

The Single Wire Protocols standardized in the ETSI TS 102 613: UICC - Con-
tactless Front-end (CLF) Interface; Part 1: Physical and liiak layer characteris-
tics [30] norm. Itis shown in Figure 4.

It is a one wire interface over which the data and the energsaissferred. It
was introduced, for the case when there is only one free @bonen the usual 8
connector SIM cards. It is a Master-Slave-Interface, whieeeNFC-Controlleris
the master and th8ecure Elemens the slave. There is no connection between
the Secure Elemerdand the host, so all the data transfer must go trough\tR€-
Controller by the use of Host Control Interface (HCI). The data transferasaged
by a High Level Data Link Control (HDLC) Protocol. Because Secure Element
drains its power from th&FC-Controller the Single Wire Protocols an optimal
solution for NFC-Services which have to work even if the bgta the device is
empty [5, 12].

A
Y

HF-
Interface SIM

NFC-Controller

L

Figure 4: Single Wire Protocol [5]
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1.3 Data formats

To gain compatibility between all the NFC and RFID devicesrirthe different
manufacturers the data exchange formats had to be stapei@drdi

1.3.1 NFC Forum Tags

The NFC Forum Tagsare an important part of NFC technology. They implement
the passive storage devices which are used to buildsengurt-postersfrom which
you can receive data by touching with an NFC device.

From theNFC Forum there are currently four types defined, each device which
implements theReader / Writer Moddas to be compatible with them. Type 1 -
3 are based on existing RFID tags, but Type 4 consists of trsimyismartcard
standards. An overview is given in Table 1. The given limitthe memory size are
a consequence of the addressing methods. Type 1 has onlystéooalietection but
no collision avoidance, so there could be at most one tagnigeaType 2, 3 and 4
also implement a collision avoidance mechanism, so thesldme more than one
chip inrange, at Type 4 the parallel use of them is also ptessibhigh priority point
at specification of th&lFC Froum Tagsvas that for communication and production
of the tags no secret technology is needed, so everyone cdnga them [12].

| Tag type| Technology| Manufacturer| Standard | Size |
Type 1l | Topaz Innovision ISO/IEC 14443 A| < 2048 Byte
Type 2 | MIFARE NXP ISO/IEC 14443 A| < 2048 Byte
Ultralight
Type 3 | FeliCa Sony JIS X 6319-4 <1MB
Type 4 | Smartcard | - ISO/IEC 14443, | <512 MB
ISO/IEC 7816-4

Table 1:NFC Forum Tag®verview [12]

1.3.2 NFC Data Exchange Format

TheNFC Data Exchange Form&NDEF) [19] defines a message encapsulation to
provide communication between two NFC devices or an NFCoaeand arNFC
Forum Tag Because of this, data management in NFC devices is simplified
guarantees a consistent format for data exchange in NF@appns.

“NDEF is a simple binary data format, which encapsulates aqgtdiion payload.
The reliable and secure transport of the data, is the charfythe protocol stack
beneath, or the application layer abov¢l?2]
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An NDEF message consists of one or more NDEF Records. A singlerRe
consists of a Header and a Payload field. The length of th@padys variable and is
defined in the header. To determine the message length aadizatjon, there are
flags (e.g. for start message and end message) in the NDEFdR&twmre are also
values to define the record type and the payload length inghdédr. [19, 12]

1.3.3 NFC Record Type Definition

NDEF Records provide the transport of data, but do not spexifyideline for
usage or representation of the data, nor does the use ofpdidbse Internet Mail
Extensions (MIME) types.

But in case of the manufacturer requesting overlapping ctibifiy guidelines
like the NFC Record Type DefinitiofRTD) [20] are required. The RTD defines the
principal semantics of the record types and each type has anvn specification.
To give other organizations the possibility to specify th@vn types independently
from theNFC Forumthere is a classification INFC Forum External TypesndNFC
Forum Well-Known Types

The NFC Forum Well-Known Typesre standardized by the technical specifica-
tions of theNFC Forum which provide the guideline for processing and repreagnti
the data. They are:

e Text Record Type
Simple Text, no specific application is assigned.

e URI Record Type
Uniform Resource Identifi§glJRI) could be e-mail, web addresses, telephone
numbers or other identification codes.

e Smart Poster Record Type
is an extension of th&JRI Record Typeit provides extra information about
the URI such as Icons or recommended actions.

e Generic Control Record Type
provides a structure for any control activity.

e Signature Record Type
a signature is provided to certify the correctness of tha (e Section 2.2.3).

e Connection Handover

provides handover of an NFC connection to another commtiorcgechnol-
ogy with higher data throughput (e.g. Bluetooth).

9



1 Introduction

1.4 Standards

1.4 Standards

Due to the high compatibility with RFID and other smartcardteyns NFC consists
of a lot of standards. Some of the most relevant are liste@ter2.

| Standard \

Name |

ISO/IEC 18092 ECMA-340 [23]

Near Field Communication Interface
and Protocol (NFCIP-1)

ISO/IEC 21481  ECMA-352 [24]

Near Field Communication Interface
and Protocol - 2 (NFCIP-2)

ISO/IEC 28361 ECMA-373 [25]

Near Field Communication Wired Inter

face (NFC-WI)

ISO/IEC 13157-1 ECMA-385 [26

NFC-SEC: NFCIP-1 Security Services
and Protocol

ISO/IEC 13157-2 ECMA-386 [27

NFC-SEC-01: NFC-SEC Cryptography

Standard using ECDH and AES Refer-

ence

ECMA-390 [28]

Front-End Configuration Command for
NFC-WI (NFC-FEC)

ECMA-391 [29]

Memory-Spot Interface and Protocol
(MSIP-1)

ISO/IEC 14443 [31]

Identification cards -
Contactless integrated circuit(s) cards -
Proximity cards

ISO/IEC 7816

Identification cards -
Integrated circuit cards

ISO/IEC 15693 [32]

Identification cards -
Contactless integrated circuit cards -
Vicinity cards

JIS X 6319-4 [35]

Specification of implementation for in
tegrated circuit(s) cards - Part 4: Hig
Speed proximity cards

ETSI TS 102 613 [30]

UICC - Contactless Front-end (CLF) I
terface; Part 1: Physical and data li
layer characteristics

Table 2: Listing of NFC and RFID standards

10
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2 Safety and Security

2 Safety and Security

In the previous chapter we showed the principles of NFC. Is thiapter we will
discuss the safety and security measures of NFC.

Safetyis reliability regarding failures or an abstraction of alemce of catas-
trophic consequences. Such consequences could be eitrsecagdhnjury of people
or the damage of machinery. A quantitative definition can ergas the proba-
bility that the system will not exhibit a specified undesiteshavior throughout a
period of time [9, 36]. Functional safety is part of the overall safety that depends
on a system or equipment operating correctly in responststmputs’ [33] For a
communication system, safety means that there is a guardhtrensfer of the data
and given any disturbances there is a safe state where reirogtsic consequences
can occur.

Securityis the prevention of unauthorized access and unauthorizegomlation
of data. There is no quantitative definition possil8ecurityis categorized in three
sections [36]:

e Secrecythe measurements to prevent data from unauthorized access
e Integrity: the measurements to prevent data from unauthorized change

¢ Availability: the percentage of time for which the data is accessible.

There are many ways to break the security of a system. Howieveuar further
considerations we mainly concentrate on the risks givemégir Interfaceof NFC.

2.1 Attacks on NFC systems

Figure 5 gives an overview of the possible attacks bifr& Reader / Writeenviron-
ment. In the other communication modes the situation islammrheAir Interface
is always the same and the participating NFC devices canyallva manipulated
either by the owner / user himself or without the owner’s klemge by a hacker.

Based on the motivation these attacks can be classified irc&tagories [2]:

e Spying unauthorized access to information,
e Deception deceive through wrong information,
e Denial of ServicdDOS): compromise the availability of the NFC system,

e Protection of privacy

“Because the attacker believes that his privacy is threateby the RFID
system, he protects himself by attacking the systg@h”

11
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high distance
read
1 DOS
clone o
data - ——manipulation
falsify ) air interface NFC device
tag [ —falsify identity
destroy /
deactivate )
remove /
replace E ; @ T i
jamming eavesdrop
carrier object

Man in the Middle

Figure 5. Schematic overview of the attacks on a NFC Syster?|[5

Attacks on the backend of NFC devices (e.g. a network cororetd verify
secure keys) would enlarge this work too much, so they areoafamcern in our
further discussion. For an introduction into these themedsy to [14].

2.1.1 Attacks on the tag

The attacks which could be performed on the Tag are [5, 13, 2]:

e Destroy

This is the simplest attack which could be used. Afterwah#stag is not
able to communicate any longer with an NFC device. It couldiéstroyed
mechanical, for example by cutting the connection to itean&. Another
way to destroy the tag is an overpowered electrical field entdys work-
ing frequency, so that the electrical components wouldloger Destroying
the electrical circuits of the tag could also be done by plgad¢he tag into a
microwave oven.

This attack would compromise tlavailability of an NFC system.

Remove

In this attack, the tag is removed from the carrier objecte Motivation for
this could be a thief, who wants to smuggle the carrier objecugh the
security checks without recognition.

This attack would compromise tlavailability of an NFC system.

12
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e Shield

This attack is only temporary and it could be done by plachegtag inside a
metal box or a wrapping it in tinfoil. The inductive couplimgdisturbed by
high losses caused by eddy current induction inside thelm€&has method
could be used, for example, to pass automated toll chectgwithout recog-
nition. The tag is not destroyed permanently.

This attack would compromise tlavailability of an NFC system.

e Clone

In this attack the original tag is read and an exact copy iateck The com-
plexity of this attack depends on the tag. A read-only tagcWisitores only a
simple numeric ID can be cloned very easily. There are alsplsi solutions
possible where the ID can be changed. The reader can notedédids the
original or the cloned tag. If some kind of certification iseds this attack
would get more complex.

This attack compromises tlsecrecyof an NFC system.

e Falsify / Replace

This attack overwrites the data of a tag or physically reggat Overwriting
can be done easily if the original tag is a writeable tag withemy security
measures (or these measures are broken). The aim of thek ateo falsify
the original tag, e.g. for phishing purposes.

This attack compromises thategrity of an NFC system.

e Tracking

If a tag always uses the same unique ID for anticollision $a simple read
only tag with a numeric ID) an attacker could track the taglga$the tag is
always carried by the user, his movements could be tracked.

This attack compromises ttsecrecyof an NFC system.

2.1.2 Attacks over the Air Interface

Due to the fact that thAir Interfaceis contactless, the attacks could be performed
without physical access. That means that there are manippities for the attacker
(or his equipment) to conceal his attacks.

The actual known attacks over tAa Interfaceare [5, 7, 13]:

¢ High distance read

The attacker modifies an NFC device, to increase its rangbestan read
tags from a safe distance. This is not as easy as it soundstaftie attacker
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has to increase the energy of the High Frequency (HF) fielansoptimized
antenna and handle the increasing noise in the commumcatio

This attack compromises tlsecrecyof an NFC system.

e Jamming

At jamminga sender blocks the NFC system by sending a disturbancd signa
on its frequency (13.56 MHz). This sender must be eitherqulaear the NFC
system or use appropriate antennas and power rates.

This attack compromises tlavailability of an NFC system.

e Denial of Service:

As there could be more than one NFC device / tag in range, acodision
algorithm has to be performed to select the individual deticcommunicate
with. The attacker generates collisions / answers for epessible device
address and simulates the existence of a high amount ofedeinaange of
the reader. The reader will now try to reach each of the sitadldevices to
disable them and communicate with the desired device. Butdrcase that
the reader can never reach the simulated devices, the diesinemunication
is blocked.

This attack compromises tlavailability of an NFC system.

e Man in the Middle

In aMan in the Middleattack two parties are tricked into a three party com-
munication, without their knowledge. Instead of directyramunication with
each other they communicate through a third participanty imkercepts the
messages between the other two. Thus he is able to modifipefaiee sending

it to the original receiver. An authentication system wondd help, because
the attacker can also intercept and set up one secure chtarthelfirst party
and a second secure channel to the second one.

This attack compromises tlsecrecyandintegrity of an NFC system.

e Eavesdrop

Since NFC systems communicates over an open (accessibtBlirméair)
with electromagnetic waves, eavesdropping is a logicakchit Because the
receiver of the attacker does not need the power of the guditteof the com-
munication for answering, he would be able to amplify weakals received
over a distance up to 30 - 40cm [8, 10]. [10] shows that prauysiuch a
eavesdrop equipment can be done at relatively low coast.

This attack would compromise tisecrecyof an NFC system.
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e Relay Attack

In this attack the invader uses another communication agnelay) as an
intermediary to increase the range. The attacker needs ysicphaccess to
the device, but only an antenna and the relay in reading raii¢pe other,
perhaps more conspicuous, devices could be far away.

This attack would compromise tisecrecyof an NFC system.

e Data Modification

The attacker utilizes modulation of the signal to provide taceiver a valid
but manipulated message. The feasibility of this attackeddp highly on
the coding mechanism for the modulation, and the data cabexchanged
arbitrary but only to dominant states.

This attack compromises tletegrity of an NFC system.

e Data Insertion

If the answering device needs a long time for its answer, ttaelker could
insert a message into the communication. This would be ardgessful if the
transmission is finished, before the answering devicesstaith its answer.
Otherwise the message would be corrupted.

This attack compromises tlietegrity of an NFC system.

2.1.3 Attacks on the NFC device

An NFC device could be a complex and powerful device (e.g. bilm@hone), so
there is a high potential of possible attacks, for examptkimg into an application
which uses the NFC interface. The attacks on the NFC deviakl dc® performed
either with the knowledge of the user (he is the attacker)itiromt the user’s knowl-
edge (e.g. a hacker accesses the device through an intenmegtation).

At the device level nearly anything could be done to compserttie NFC system
(e.g. falsify data, or gain a stolen ID). The mainly targetldses would bmtegrity
andsecrecybutavailability is also possible (e.g. the device is used to perform a DOS
attack).

2.2 Security measures in NFC
At the beginning of NFC there was no real focus on securitysuess due to its short

range. Since there are concepts and plans to use NFC for payme ticketing
solutions, security became a high priority topic.
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2.2.1 Measures against attacks

Most of the listed attacks could be prevented by using atittegion and encryption
methods. For example, eavesdropping would be possibld thatdata is encrypted,
the attacker would not have use of it until he is able to deadtyp

A difficult attack to perform is théan in the Middleattack. All three devices,
have to be in one range, and so will disturb each other. To gtalale working
communication, the attacker in the middle has to shield dmnection between the
other two devices. This would result in an attack if one offhagies is removed and
replaced. Such an attack could be prevented by the use dédrdighition through a
common, independent, trusted certification provider [12, 7

Experiments [8, 10] show that a passive eavesdroppingkatgmssible up to a
distance of 30 - 40cm. This limits the possibilities for ataeker to hide (himself or
his equipment). But in a crowded scene like a full undergrdeend at rush hour, the
equipment placed in a bag would not be suspicious and therewraild not notice
that their device has been read from a person walking by. &oenit data stored on
the NFC device from unnoticed read by an attacker, it woultideessary to have
an application on the host device which asks for permissan (y entering a PIN
code) before granting access to the data. As there are chses the NFC function
should also work even when the host device is short of energy switched off,
there should also be the possibility to disable the NFC fonctA simple mechani-
cal switch would solve this requirement. Switching of theide would then prevent
an attacker from skimming the NFC data while walking by [13].

In [7] Haselsteiner et al. suggest, an encryption algoritnNFC, which works
with a low amount of computational power. After a synchratian phase both
communication devices send randomized logical zeros aes. decause NFC uses
Amplitude Shift Keying Modulation, an eavesdropper wouldyoknow that both
devices sent either a one or a zero at the same time or bottséava different sign,
but would not be able to determine which party has sent whigh. sEach active
communication party could retrieve the sign sent by therabine, knowing which
randomized sign was sent by himself. This algorithm wouldkweell, as long as
the eavesdropper does not overhear the synchronizati@e pha

On the NFC device the connection betwetature Elemerdnd host controller
(application) should also be secured. This is needed tagedie security for the
PIN and other codes which have to be transferred between. thestly, the user
interaction should be done in a way which is not possible teraept or clone by
another application [12].
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2.2.2 NFC Security standard series

The NFC-SEC: NFCIP-1 Security Services and Protocol [26] an€4SEC-01:
NFC-SEC Cryptography Standard using ECDH and AES Referencened re-
leased in their first version in 2009 and are the standardineder to the increasing
requirement for security solutions in NFC systems.

NFC-SECis the first part of theNFC Security standard serieand defines the
common framework. This framework was created for secutmgdata exchange
in Peer to Peer Modeand is placed abovBIFCIP-1 (Physical and MAC layers)
and below higher level protocols. It defines the necessamneions taNFCIP-1:
sequence protocols and other basic conditions.

There are two services: ti&hared Secret Servi¢BSE), which defines methods
for establishing a shared secret (key) with applicatiorcsigeencryption methods,
and theSecure Channel Servi¢8CH), which not only provides the connection set
up, but also the establishing of a secure, encrypted conuation path for the data
messages [12, 26].

The other parts of thBIFC Security standard seriedlFC-SEC-XXdefine spe-
cific cryptographic mechanisms. Together they define algms forsecure key ex-
change encoding and securing the data integrity and the sequdrihe messages.

Currently onlyNFC-SEC-01is officially available, which specifies thelliptic
Curves Diffie-HellmanECDH) algorithm for secure key exchange and #ak
vanced Encryption Standa(dES) (defined in ISO/IEC 1803-3) for encrypting the
data. It addresses NFC communications which should beegcamd where no key
is shared a priori [12, 27].

2.2.3 Signature Record Type

NFC-SECis targeted on two NFC devices communicating with each ath®eer
to Peer Modeso it gives no protection for an NFC device communicatinthvan
NFC Forum Tag. This is where the Signature Record Type comekl gives the
possibility to prove the authenticity of an NDEF record / seege.

NFC Forum Tagsdo not have significant security protection, they only have a
write protection against overwriting with falsified data.dadese usually they should
be commonly readable, an encrypted data transfer would lwvenkill. But they
need a protection against replacing the tag (e.g. for pigspurposes), so the use
of signatures would be necessary [13].

“However, a malicious third party could delete the signatueeord from the
NDEF message or attach a new signature record to prevent teeft@m noticing
any malicious change of content. It must be understood teaveérification is only
as trustworthy as the tools (signature algorithm, certifezagtc.) and processes (e.g.,
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security policies) that are being used. These risks, alotigtive use of the Signature
record, should be taken into consideration in the develagrokapplications.”[22]

The Signature Record Tygarovides such a possibility to verify the integrity and
authenticity of data through signatures. It is possibleigm ®ne or more NDEF
records inside an NDEF message witBignature RecordThe payload of th&ig-
nature Recoratonsists of three fields [22]:

e \ersion field

Currently there is only one version of the record, so deviceghkvimple-
ment the NFC ForumSignature Record Type Definition - Technical Specifi-
cation[22], have to ignore any version other than 1 (0x01).

e Signature field

This contains either the actual signature or a URI which gdimthe signature.
The Signature Recoralways certifies the previous NDEF records of other
type; if previous records should not be certified, an engignature Record
has to be inserted.

e Certificate Chain field

Finally, this contains the certificates necessary to atitete theSignature
Record It contains a chain of up to 15 certificates, where the firstaartifies
the signature and the following certify the authenticityupfto 14 records.

2.3 Functional Safety and NFC

All of the above listed attacks which compromise theegrity and theavailability
could also be a problem for the safety of a system, butfumational safesystem,
such errors should be recognized and there have to be mesaga@st it.

2.3.1 Requirements and measures for functional safety

The standard ISO/IEC 61784-3-1: Functional safety fieldby84] defines the re-
guirements and measures to establish a functional safe ooioation. The stan-
dard defines the real communication path as a black chamoelné which a safe
protocol is set up, which implements the following requiests [34]:

e Support for a publisher/subscriber and client/server eohaon.
e Prevention from interference through non-safety rela®dags.

e Protection against unintended or non-authorized configurahanges.
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e Measures against explicitly defined faults. These faultd e measures
against are listed in Table 3.

e Possibility to calculate the reaction time for the appimat

Communication Safety measures

errors Sequence| Time | Time Connection Data Redundancy| Different
number stamp | expectation | authentication | integrity with data

assurance| cross integrity
checking assurances
Systems

Corruption X X

Unintended X X

repetition

Incorrect X X

sequence

Loss X

Unacceptable X X

delay

Insertion X

Masquerade X

Addressing X

Table 3: Possible communication errors and safety meaageesst them [34].

The measuresequence numbgtime stampandtime expectatiorcould all be
realized through incrementing a number at message gemer&trtime expectation
there must an additional timer which checks if the messagemadime.

The connection authenticationas to be done by signing each message.

Data integrity assuranggedundancy with cross checkimgddifferent data in-
tegrity assurance systenuse Cylic Redundancy Check (CRC) to verify the data
integrity. Atredundancy with cross checkitige data must send duplicates for cross
checking.Different data integrity assurance systemsans that, the protocol must
use different CRCs then the channel transporting it [34].

2.3.2 Safety measures in NFC

NFC was not explicitly designed for use in safety relevamqtiaations, so not all of
the above listed measures are an implicit part of the NFQlatas. Sincéunctional
safedata transfers would most likely be a two way communicatieeer to Peer
Modewould be the mode of choice.

In Peer to Peer Modave have four layers (refer to Figure 2) where the measures
could be placed. In NFC (lower three layers) there are twatfans already inte-
grated which could be used for creating a safe connectioa.r@st of the measures
have to get implemented as a protocol in the applicatiorrlaye

The first NFC function which could be used is $egjuence integritgf the NFC-
SEC[26] standard. It is situated among the MAC and the LLC layeprovides a
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consistent sequence numbering where the sequence nunaltes secured to make
changes in the numbering detectable. If the sequence ofélssages is not correct
the incorrect messages are rejected and not provided tayheslabove. Upon this
time expectatioould be realized in the protocol.

The second NFC function, could be thennection-oriented Transpodf the
LLCP [21]. It is situated in the LLC layer. Theonnection-oriented Transport
provides a sequenced message transport with guaranteesrgéhrough acknowl-
edgment. This is done by numbering the data packets andrgehdck a Protocol
Data Unit (PDU) for each message received. If sent messagestacknowledged,
an unexpected link disruption could be assumed. Once a cbanas established,
the LLCP manages state information and receive buffers enldgntly of other con-
nections. The number of unacknowledged messages in theedudfers before an
unexpected link disruption is sensed could be configured.

These two functions already allowirggquence numberingndtime expecta-
tion could easily be implemented on them. With these measuresohtse errors
defined in ISO/IEC 61784-3-1 are covered. There are threesdaft to coverCor-
ruption, MasqueradeindAddressingUsing a protocol which implements thi#-C-
SEC-01standards, would also cover t@rruption- (through encryption where a
data integrity check is included) and tAedressing{by establishing a secure con-
nection with authentication) errors. So there is only Mesqueradeerror left by
now, against whom the protection is the use of different neldimcy checks in the
channel and the protocol. Using a secured connection wawldige the checks
in the channel, so in the application protocol an additiateth redundancy check
needs to be implemented.

By building measures against the defined errors most of tharesgents for a
functional safeeommunication are covered. Securing the channel woulceptewn-
intended or unauthorized reconfiguration of the devicestbnveair. Prevention from
interference could be assured with the use of LLCP, wherdlksttad connections
are independent from others. The calculation of the readtine could go along
with the measures fdime expectation

The usage oPeer to Peer Modand theconnection-oriented Transpoptrovides
the publisher/subscriber and client/server connectiort.tiBiapplication protocol
still needs to implement a check for the actual connectiatestn case of a disrupted
connection it must switch back to the fail safe state (noheated). The LLCP state
information and thdime expectatioomeasure should be helpful in implementing
these connection checks.

Finally, it should be possible to creatduactional safeconnection, with an ap-
plication specific protocol implementing these extensions
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3 NFC Applications

Through the simple and intuitive usage, there is an highntiatifor different appli-
cations where the usability would benefit from NFC techngldg this chapter, we
will focus only on some of them.

3.1 Payment solutions

In payment solutions, the biggest benefit would be that ib&spble to integrate NFC
technology in other devices which are always carried withdivner (e.g. car key
or mobile phone). There are big commercial roll outs planwadre NFC systems
are used for payment.

In New York, Google is already testing their NFC payment sotufor Android
powered mobile phones, call&bogle Wallet This happens in cooperation with the
MasterCardPayPassystem [15, 6].

In Germany thé&parkassbank wants to start in the end of 2011 with the delivery
of NFC ATM cards. Their plans are that by 2015 each of theitaugrs will have
such a card [40].

But not only the ATM cards need to be changed; all the termihaise to be
upgraded to provide the NFC functionality. The payment canigs are willing to
take the upgrade costs because of forecasts that a lot ofish@naers will use their
mobile phone with NFC payment solutions and thus the costeeotard produc-
tion will decrease. The purchasers hope that the usage sé¢ theeless systems
will speed up the payment transactions and so they could saveey with each
costumer [16].

3.2 Healthcare

In healthcare, everything has to be documented exactiyadosm is not always easy
and the usual weary life in a hospital would not make it eadiiC systems could
help here saving time and increasing the safety.

In the usual medication scheme, a nurse has to find out whiclcaten is re-
quired, fetch it, check if its the right, give it to the patieand document it. By the
use of an NFC enabled system in the hospital, the personokl get a medication
list, for all of their patients on their mobile devices, artdtee pharmacy an auto-
mated medication dispenser could provide the correct ra&dits. In the next step
the nurse gives the medication to the patients, checkinly gt by touching the
patients ID, it would show which medication is required. @bung next the med-
ication would perform the check and give an alarm if therenigtlaing wrong. If
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its the right medicine in the right dosage, it will documemttit has been given to
the patient. Such a system would decrease the problems ofatied errors, this
would save money and time, and increase the patient’s gdfely

NFC could also be a benefit in the care of the elderly or Alzleelsnpatients.
Elderly people usually have problems interacting with neghhologies. Since NFC
is very simple and natural to use, the inhibition would benlew. For example, on
the market there are a lot of Bluetooth enabled sensors ftaatian of vital values
available. Combining them with NFC tags it would be easy ferghople to connect
them with a mobile device, which could utilize them. By plagithis technology
well in the daily routine of the people a lot of money for canéryy could be saved
while increasing the patient’s safety at the same time [1].

3.3 Rescue organizations

There could be a great benefit in using NFC technologies icusesrganizations
(e.g. paramedic services, fire fighters).

As there are studies for Germany, that 70% of health-reatedrgencies hap-
pens at home and about 23% of the population lives aloneg teuld no one be
able to give the paramedics information about medical histd the patient. For
such cases, there are concepts to use NFC in combinatiorthveitBerman elec-
tronic Health Card where the medical history could be stored. Dinnebeil B4l.
suggest the placement of NFC tags containing the medicatitgenear the front
door of the residence of people who live alone. In emergeitggtons a paramedic
or doctor could read the tag with their mobile phone, conoget a secure connec-
tion to the health care database and retrieve the requif@ehation. For the privacy
of the patients there have to be strict limitations regaydumo has when access to
the medical information [3].

The increasing safety design of vehicles makes it more ane midficult for
rescue personal to evacuate people from crashed vehidies.tfieFIA Foundation
initiated a project calleRescue Sheft], where in the vehicles, A4 sized standard-
ized information papers are placed. The placement of thiemps recommended
behind the driver’s sun visor, but it could be different faich car manufacturer or
the paper could be removed by the owner of a vehicle. Usuadexkistence of such
a card is shown by a sticker in the windshield of the vehiclenBiming this sticker
with an NFC tag where the safety information is stored, thevald be no need for
the emergency personal to search for the paper. Additiptialemergency personal
could automatically receive updates of this informatioerathe air (with a mobile
internet connection).

NFC tags could also help fire fighters. For large buildingseliave to be alarm
plans, with information the fire fighters need in emergensesa These plans are
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usually bulky maps stored in security closets. In an emeaxgease, they have to be
fetched from the closet and if there are more squads in g¢here are often too few
maps. By placing NFC tags in the building at strategic pas#je@ach squad could
fetch the information on their mobile device, with localizemformation about the

section of the building where they are, and they do not neeg&och in the bulky

maps for their actual location. In case of smart buildingsriare functions could

be realized. For example, switching of electricity or gdseiby connecting with

buildings controls.

Another possibility for the use of NFC could be for rescueanwsity organiza-
tions on an alarm to simply touch an NFC sender to retrievettier information on
the own mobile device and acknowledge the application obtder. At an NFC sys-
tem this would be possible within milliseconds, where mdkeowireless systems
need seconds to minutes to establish a connection. Sucliems®n could also be
a benefit for theVarn- und Alarm System Anzeige im Einsatzfahrzgogect, be-
cause then there would be no need for a constant connecttbe taission control
equipment. This would result in a higher flexibility and a Evpower consumption.
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4 Conclusion

This thesis presented an overview of NFC technologies assliple underlying ap-
plications. In Chapter 1, NFC and RFID techniques are disdugSiso, the princi-
pal hardware design and the need f@ecure Elemerib store data are presented.
Finally, the chapter gives an overview of the most relevanCNtandards.

Next, Chapter 2, examines the possible risks and attacks NE€mss are ex-
posed to. Along necessary security measures are shownrdlighaNFC is analyzed
in relation to functional safety. In principle, NFC was ne&sthned to provide safe
communication. However, with help of underlying securitgasures and an appli-
cation specific protocol also a functional safe communicasiccording to ISO/IEC
61784-3-1 could be established.

Finally, Chapter 3 presents some possible future applicadiomains which
would benefit when using NFC systems. Besides payment soduaiod applications
within the area of ambient assisted living (e.g. tele-cacraonitoring), emergency
systems have been identified as future targets of intereBlRQ technology.
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