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Kurzfassung

Zahlreiche Gebäude verfügen oft über zentrale Brandmeldeanlagen mit einer Vielzahl
an Feuermeldern, die Parameter wie Temperatur, Kohlenmonoxid oder Rauch messen
können. Nutzen dieser Werte ist nicht oder nur begrenzt möglich, da viele Brandmel-
deanlagen proprietäre Protokolle verwenden und somit andere Systeme nicht auf die
Sensorwerte zugreifen können. Zunächst werden in dieser Arbeit die bestehenden Techno-
logien zur Konvertierung von Werten zwischen verschiedenen Protokollen mithilfe von
Gateways vorgestellt. Im Anschluss wird mithilfe eines Ultra-Kompakt-Industrie-PCs,
der als speicherprogrammierbare Steuerung fungiert, ein BACnet Gateway entwickelt, der
Sensorwerte BACnet-fähigen Geräten zugänglich macht. So sollen auf Basis der Sensorwer-
te der Brandmeldeanlage weitere Anwendungsmöglichkeiten für die Gebäudeautomation
und Industrie 4.0 geschaffen werden.
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Abstract

Buildings are often equipped with fire alarm systems, containing hundreds or even
thousands of fire detectors. Detectors carry multiple sensors, measuring temperature,
carbon monoxide or smoke levels.These data points are useful for purposes other than
fire detection, but proprietary protocols impede their widespread use. At first, this thesis
will show existing technologies to translate information between protocols with help of
gateways. Thereafter, an ultra-compact Industrial PC running a software programmable
logic controller is used to create a BACnet gateway, to transform the data entities of
the fire alarm system to a BACnet representation that can be read by BACnet capable
devices. This way, BACnet accessible sensor values should enable enhanced building
automation and Industry 4.0 applications.
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CHAPTER 1
Introduction

1.1 Motivation and Problem Statement

Regulatory requirements call for �re alarm systems in buildings. Therefore, various
forms of �re detectors are a common sight. Up until now, �re alarm systems, as an
integral safety system of modern buildings, served the sole purpose of alerting users
and preventing damage. However, the di�erent sensors in �re detectors can be put to
a second use in building automation and Industry 4.0 scenarios. Sensors like Carbon
monoxide (CO) or temperature can be used for building automation and smart climate
control. Given a �re alarm, a building automation system may also perform secondary
tasks like switching on all lights and open blinds. In case of a real �re, information
from �re alarm systems (location of the sensor that triggered the alarm) and building
automation systems (e.g., information from motion detectors) may be combined to check
if individuals are still in the a�ected area. Furthermore, a large �re alarm system consists
of thousands of sensors, which could allow Industry 4.0 use cases for sophisticated tasks
like remote monitoring and predictive maintenance.

To enable these use cases, access to the information of �re alarm systems sensors is
needed. Direct access is hampered due to the use of proprietary protocols for �re alarm
systems. Hence, a protocol-gateway is needed to improve interconnectivity between the
trades in building automation. The big advantage of a gateway solution is that the
automation pyramid is �attened, and the management level doesn't need to transfer and
translate data between di�erent systems. Therefore, the role of protocol gateways in the
implementation of importance in Industry 4.0 is necessary. [1]

Another advantage of using already installed �re alarm systems is the conservation of
resources. No additional wires need to be installed, and e-waste can be reduced by
avoiding installation of new sensors. Besides that, smart climate control can save a vast
amount of energy in large buildings when being equipped with a variety of sensors. [2]
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1. Introduction

Moreover, the technical requirements of �re alarm system sensors are high, therefore �re
alarm system sensors have a high demand on reliability and availability. [3], [4]

1.2 Aim of the Work

The main goal of this thesis is to test whether a PLC is suited to translate proprietary
protocol of �re alarm systems to a popular building automation protocol like BACnet/IP.
At �rst, existing literature is evaluated to study already existing solutions. After that,
a BACnet information model is created to manage the mapping to BACnet. Based
on the domain model and the instance model of a �re alarm system, the BACnet
information model should be automatically created. These goals ought to be prototypically
implemented with help of a Beckho�-PLC to prove the viability of the �re alarm system
to BACnet protocol gateway.

1.3 Methodology

First, fundamental requirements of the BACnet protocol gateway and information on
state of the art are gathered based on the review of existing literature. After that, a proof-
of-concept (PoC) implementation is used to gather quantitative as well as qualitative
data. The evaluation will be done in cooperation with a manufacturer of the �re alarm
systems, Schrack-Seconet AG [5]. A major part of the PoC evaluation is the comparison
of the Beckho�-BACnet stack with third party solutions (e.g., C # -stack). Requirements
of the BACnet protocol gateway and gathered data from the prototypical implementation
will be assessed to �nd weaknesses. For instance, the maximum number of supported �re
alarm system elements and usability of a proprietary BACnet mapping and BACnet Life
Safety objects will be analyzed.

1.4 Structure of the work

First, the chapter State-of-the-Art will show the relevant points and objects of BACnet.
This is followed by the description of two �re alarm systems which support BACnet
natively and a short summary of three di�erent BACnet gateway solutions. Chapter
Design and Implementation will start with the Beckho�-PLC and how to access the
�re alarm system and create a BACnet server with the Beckho� stack. Afterwards, the
BACnet information model for the Beckho� BACnet stack will be shown, tested and
evaluated. Last but not least, this chapter covers the implementation and testing of the
BACnet Life Safety Point and Life Safety Zone information model with an open source
C# BACnet stack. The �nal chapter Conclusion and Further Work compares the
two information models, summarizes the �ndings of this thesis, and shows further options
to optimize found weaknesses.
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CHAPTER 2
State of the Art

2.1 BACnet

BACnet stands for "Building Automation and Control Networks" and is a networking
protocol for building automation and control that is standardized in DIN EN ISO 16484-5
[6]. The goal of BACnet is a cross-vendor protocol that connects di�erent parts of
building automation like lighting, heating, access control, �re alarm systems and more to
allow communication between systems along with central control. BACnet can be used
with di�erent underlying networks like LonTalk or KNX. Incompatible devices can be
made compatible with the help of protocol gateways. BACnet devices are represented by
objects consisting of multiple properties that must be accessible via standardized BACnet
services, allowing the actual implementation of the BACnet device to be proprietary.
BACnet services are used to access objects, that include direct access, subscriptions as
well as alarm and event management. BACnet provides standard object types for �re
alarm systems, the Life Safety Zone (LSZ) and Life Safety Point (LSP). The big advantage
of LSZ and LSP, interoperability, is opposed by the limited number of standardized
properties and therefore of limited use for alternative and advanced use cases. Proprietary
object types can be created, or standard object types can be extended at the expense of
compatibility with other systems. [6], [7]

2.1.1 Standardized Object Properties

Standardized object types consist of required and optional properties which can be
readable, writable or both. The number and type of properties di�ers from object type to
object type. Alongside property data types like booleanand int , BACnet uses Application
Protocol Data Units (APDUs) for many properties. APDUs encode the meaning of
properties by mapping numbers to meaningful states e.g.,BACnetAccessEvent maps
none=0,granted=1,muster=2,... . Some APDUs can be expanded with proprietary values
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2. State of the Art

at the cost of compatibility. The DIN EN ISO 16484-5 [6] de�nes 60 standard object
types, covering a wide range of applications. [6]

2.1.2 Life Safety Point

The Life Safety Point is used to represent devices like manual call points, �re detectors,
sirens and more. It contains 14 required properties and 27 optional properties. However,
the list of de�ned properties provides only one property ("Direct_Reading") suitable
for encoding an analog sensor value. The optional properties can also support the
use of intrinsic reporting, meaning that an LSP or LSZ can generate life-safety-alarm-,
alarm- and fault-events based on changes of life safety state. The life-safety-events are
transmitted with higher priority to ensure prioritization compared to normal noti�cations.
LSP and LSZ also contain a noti�cation class property, which sets the class that will be
noti�ed when an event occurs. Polling LSPs for changes is computational and network
resource intensive, therefore the LSP property �Present_ Value� and �Status _ Flags�
supports change of value (CoV) noti�cations to notify subscribers in case of state changes.
The following table shows relevant properties of the LSP de�ned in the DIN EN ISO
16484-5 and a brief description [6].

Property Datatype Function
Object_Identi�er BACnetObjectIdenti�er Identi�es object within BACnet

Object_Name CharacterString
Unique Object Name within
the BACnet device

Object_Type BACnetObjectType LIFE_SAFETY_POINT

Present_Value BACnetLifeSafetyState
The state of the LSP e.g., Alarm,
Active, Deactivation, . . .

Tracking_Value BACnetLifeSafetyState Non latched present-value
Description CharacterString Textual description of the object

Device_Type CharacterString
Textual description of the device
type, e.g., siren, printer, zone, . . .

Status_Flags BACnetStatusFlags
four status �ags (IN_ALARM,
FAULT, OVERRIDDEN,
OUT_OF_SERVICE)

Event_State BACnetEventState
State of object, always normal
without intrinsic reporting

Reliability BACnetReliability
Describes the reliability of the
present value

Out_of_Service BOOLEAN
Indicates if the LSP is out of
service

Mode BACnetLifeSafetyMode Operating mode of the LSP

Accepted_Modes
BACnetLIST of
BACnetLifeSafetyMode

List of accepted modes that can
be written to property mode
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2.1. BACnet

Table 2.1 continued from previous page

Silenced BACnetSilencedState
Indicates the latest change that
caused an audible signal

Operation_Expected
BACnetLifeSafety
-Operation

Operation expected by the LSP to
handle a life safety condition

Direct_Reading REAL
Analog device value can be
represented e.g., temperature, smoke, . . .

Following Properties are only needed for Intrinsic reporting

Noti�cation_Class Unsigned
Class that gets event and alarm
noti�cations

Life_Safety_Alarm
-_Values

BACnetLIST of
BACnetLifeSafetyState

List of Present_Values that should
trigger Life Safety Alarms

Alarm_Values
BACnetLIST of
BACnetLifeSafetyState

List of Present_Values that should
trigger Alarms

Fault_Values
BACnetLIST of
BACnetLifeSafetyState

List of Present_Values that should
trigger Faults

Time_Delay Unsigned
Time the present value has to hold
to trigger an alarm or event

Event_Enable
BACnetEvent
-TransitionBits

Three �ags (to_o�normal, to_normal,
to_fault) to enable and disable
the transmission of events

Acked_Transitions
BACnetEvent
-TransitionBits

Three �ags (to_o�normal, to_normal,
to_fault) that represent the
acknowledgement state

Notify_Type BACnetNotifyType
Set the noti�cation type
to Alarm or Events

Event_Time_Stamps
BACnetARRAY[3] of
BACnetTimeStamp

Latest timestamp of events
(to_o�normal, to_normal,
to_fault)

Event_Detection
-_Enable

BOOLEAN
True when intrinsic reporting is
enabled otherwise false

Table 2.1: Life Safety Point properties explanation [6]

2.1.3 Life Safety Zone

The Life Safety Zone contains nearly the same list of properties as the LSP, with the
main di�erence that it contains the read property Zone_Members . This property can
be used to group multiple LSPs together into one zone to depict the physical �re alarm
system structure [6].
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2.1.4 Combination From Multiple Standardized Objects

Not all BACnet devices fully support LSP, LSZ and proprietary objects, e.g., the Beckho�
BACnet stack. [8] To ensure widespread compatibility, the �re alarm system information
model must be built based on a minimal set of fundamental BACnet object types. This
can be accomplished by grouping multiple BACnet objects into a structured view, where
the structured view is a �re alarm Element of the �re alarm system. A disadvantage
of this information model is that standardized BACnet objects contain unnecessary
properties that increase overhead and reduce usability. Moreover, interoperability is
reduced compared to LSP and LSZ.

2.1.5 Proprietary Object Types

Some BACnet stacks also support the creation of proprietary objects that combine an
arbitrary number of properties that can be tailor-made to a specify implementation. The
downside of proprietary objects is the limited interoperability with other BACnet devices.

2.1.6 Extension of Standardized Object Types

The best solution of both worlds is the use of standardized BACnet objects extended
with proprietary properties. All BACnet devices should be able to read the properties
de�ned by the DIN EN ISO 16484-5:2017-12 [6]. The added proprietary properties can
be read by BACnet devices that are aware of the added properties. Using extended
standardized BACnet objects enables IoT and Industry 4.0 applications.

2.2 Fire Alarm System with BACnet

There are �re alarm systems with BACnet support available on the market. This chapter
will show how they connect to the �re alarm control panel (FACP) and, if publicly
available, which BACnet object types are used to model the BACnet information model
and how the translation from an FACP to BACnet is done.

2.2.1 Zettler�re UC-8112-LX BACnet Converter

Zettler�re o�ers two solutions to make their �re alarm systems BACnet capable. On one
hand, a stand-alone solution using a MZX technology panel can be used. Details on the
stand-alone solution could not be found. On the other hand, the industrial computer
UC-8112-LX can take the role of the BACnet converter. The industrial computer is
powered by a RISC-Processor and connects to the �re alarm system via the �re alarm
systems network called TLI800EN. The converter runs a specialized �rmware that needs
to be uploaded via a PC to work as a BACnet gateway. Information accessible via BACnet
information model include alarms of LSP and LSZ, system faults, warnings, pre-alarms,
LSP and LSZ isolation and analogue values of automatic detectors. Supported commands
are reset, sounders on/o�, silence, evacuation and isolation of points and zones. The
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2.2. Fire Alarm System with BACnet

Zettler�re datasheet provides neither information on how the translation takes place,
nor shows information on the utilized BACnet objects. The �gure 2.1 shows an example
work�ow of the BACnet gateway. The MZX Panel Network (1) is connected to the
MZX BACnet interface (2) which is con�gured with the con�guration download tool
(3). Via Ethernet, the MZX BACnet interface (2) is connected to the BACnet gateway
(4). The BACnet management workstation (6) is connected to the BACnet gateway (4)
via BACnet capable LAN (5). An upper limit of supported �re alarm elements by one
BACnet gateway is not stated in the datasheet [9], [10].

Figure 2.1: Zettler�re UC-8112-LX BACnet converter work�ow [10]

2.2.2 Noti�er (Honeywell) BACnet Gateway

Another system is the BACnet gateway from Noti�er, which is a division of Honeywell.
Honeywell was part of the project-committee SPC 135P that created BACnet. The
BACNET_GW-3 from Noti�er can be connected to the Noti�renet via a network port
to monitor up to 14 Noti�renet systems with up to 15000 objects. For additional nodes,
multiple gateways can be used in parallel. When no Noti�renet is used, the BACnet
gateway can be connected to the FACP directly. Figure 2.2 shows the system architecture
used to connect the FACP to the BACnet gateway. The BACnet gateway is con�gurable
via a built-in browser accessible con�guration tool. The gateway supports device-, binary
output-, LSP and LSZ, multi-state input-objects, and event/alarm noti�cations. The
objects are used to represent a wide range of devices like zones, detectors, batteries,
loops, AC power and more. Possible values of the BACnet properties for LSP and LSZ,
Multi-state Input and Binary Output are listed in the BACnet Gateway-3 Installation
and Operation Manual [11]. Interestingly, the DIRECT_READING property of LSP
and LSZ is used to describe the percentage of an alarm and not a temperature or CO
value of an analog sensor. Information on the exact hardware, and how the translations
takes place, is not publicly available [11], [12].
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